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Abstract

This study is conducted to identify the current approach to preventing security attacks in one of the Internet of Things
— the Automated Gate System. The question of vulnerability of the Automated Gate System is a critical issue as this
system acts as a front line that protects an organization from any security intrusion. A sound security system leads
to the cyber and physical security of the organization, enabling the organization to move forward in achieving
management goals. The focus is specifically on methods and techniques for security elements used in previous
studies, prompting answers to questions on security mechanisms to Automated Gate Systems that are practical and
reliable. The literature review shows various studies conducted on this issue, focusing on how an loT system for
automated gates operates, how it works logically and physically, the security level, and the extent to which a gate
system is immune from hacking. This study employed the Content Analysis technique, meaning the previous
research data were analyzed and summarized scientifically. It continued with interviews conducted with experts and
owners of the Automated Gate System. It is a series of activities analyzing and summarizing the scientific 'data’
produced by previous research and interviews. The 'data’ refers to spoken, written, or visual pictures, words,
symbols, meanings, ideas, diagrams, or any message that can be analyzed. The study then focused on a final
comparison involving three security techniques on the loT Gate System: a QR Code System, RFID System, and
Vehicle License Plate Recognition System, which is a reliable but practical technique for an loT Automated Gate
System. This study ultimately offers future work to analyze the three selected Automated Gate Systems with a
selected security testing technique, with the objective of security but with practical financial capabilities.
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Introduction

The security of an organization's premises or a private house, both physical security and network security, is
essential in ensuring that the organization's affairs run smoothly without any security disturbances such as intrusion
and theft (Kim et al., 2009). In a situation where the crime rate is increasing day by day, premises owners should
take the correct initiative to ensure the security of their respective premises (A et al., 2017).

Internet of Things (loT) Automated Gate System are one of the very first options that the premises owner can
integrate by ensuring that the entrance to each premise is equipped with an intact and guaranteed security system,
preventing the intrusion of unwanted individuals into the premises of an organization or private premises (Baek et
al., 2021). It is done by providing the entrance door or gate to the premises with loT functionality that allows the
system to verify the validity of the identity of each individual who enters the premises. In other words, inappropriate
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individuals will not be allowed to enter by the loT system installed at each entrance of the premises, making it the
first security measure integrated into the series of premises security controls (Ul Rehman & Manickam, 2016).

However, before installing loT functionality on the entrance system of each premise, consideration should be
given to the security elements of the loT Gate System (Jian et al., 2008)(Cooper, 1990). The Intrusion of the
Automated Gate System is the issue, and this is the basis for the development of this study. Various types of
automated gate systems are available on the market, but how effective are each of these systems in preventing
security intrusions? How complete is the security protection of each automated gate system used, and which network
security technique is the most optimal and, at the same time, affordable so that this system can be used by most
people with adequate security impact.

Security tools integrated into the automated gate system need to be given special attention to ensure that
only authorized individuals are allowed to pass through the Automated Gate System while restricting access to
unauthorized people (Cooper, 1990). Authorization activity performed at the automated gate needs to be sent using
a wired or wireless computer network to the security server for validation and exposing the data to various concepts
of intrusion and hacking. It is a gate system that facilitates owners and individuals entering the premises with
automated access and the adaptation of accurate and efficient security tools. Starting from this, the study is driven
to the objective of the study as outlined in Table 1 below:

Table 1. Research Direction

No Management
1 Highlights of the security mechanism for an automated gate system
2 A survey of the practicality of an automated gate system for premises owners

Literature Review

Consideration of security techniques for a security system at the entrance of the premises is intended to
ensure adequate property protection from unauthorized access. According to Shoewu (2023) a microprocessor
monitors the entrance by installing sensors to detect authority on vehicles entering the premises. The gates will
automatically open after sensing and authorizing each vehicle entry and open for a while before closing again. The
automated gate system developed by Shoewu & Baruwa (2006) is an example of an Automated Gate System that
does not include security elements in its operation simultaneously. It can be seen that these gates need to provide
appropriate security methods since any vehicle can enter the property.

A study by Asha et al. (2018) refers to the security element of the automated gate system as the most
fundamental issue that must be addressed without delay considering that it is used by government organizations,
businesses and knowing the security methods that need to be implemented will directly strengthen the security
element. This awareness shows that implementing an automated gate system is widespread in the community, but
most come with high development and installation costs. Some are aware of the risk of using an Automated Gate
System without security elements but preferably taking risks not installing the gate system as they cannot afford
the fee (Hamid et al., 2018)(Primus et al., 2015). This strongly encourages the study of producing a safe but low-
cost automated gate system.

The following review highlights the automated gate system available in the market with different security
techniques, prompting a comparative study for a safe and low-cost automated gate system (Jian et al.,
2008)(Eltoum & Xue, 2014a). Among the security techniques that are widely used include Radio Frequency
Identification (RFID) technology (Eltoum & Xue, 2014b)(Choi & Park, 2006), biometric identification techniques
(Sanchez del Rio et al., 2016), license plate recognition technique (Tham, Mau-Luen, 2021) and QR Code
technique (Hamid et al., 2018).
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1. RFID

Choi & Park (2006) show the use of RFID technology as a security method for the automated gate
system. This study critically reviews the use of bar code and video identification technology. It classifies this
technique as inappropriate due to the physical characteristics of bar code cards that are easily damaged,
causing difficulty in the reading information process. Video identification, although admittedly offers better
security than the bar code, requires higher installation costs and a high possibility of being affected by
external environments. The use of RFID technology was chosen due to a better level of operational
efficiency.

The study by Asha et al. (2018) also explains the implementation of RFID in the automated gate
system with details of administration, controlling, exchange activity and keeping up records. It starts with a
new user registering with the system, and the new user's information will burn into the RFID tag accessible
through the system. Then, whoever owns the RFID tag can enter the property after the tag is put into the
reader, and the system admits the user as registered. The information that is in the RFID tag matches the
information that is stored in the system (K et al., 2014)(Choi & Park, 2006). The warning alarm will be
triggered if the system recognizes it as an imposter. Figure 1 shows the process of RFID in an Automated

Gate System.
Establish
Connection
Scan
RFID key
Warning Warning
message message
nenaratard noneratod
Alarm Door unlock
Triggered and open
Door remains Door close
closed after 1r| 0

Figure 1. Flowchart of The System
(Asha et al., 2018)

2.  License Plate Recognition System
According to Eltoum & Xue (2014b), vehicle license plate recognition is another option for the
automated gate system. The system is based on a PIC microcontroller and regular PC with a video camera
to catch video frames that include a vehicle license plate and process them. They have used MATLAB
software, Proteus and Micro C to implement the algorithm. For the system's flow, the car will stand in front
of the barrier first, and then the IR sensor will send a signal to the microcontroller to send a message to
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MATLAB. A welcome note will then be displayed on the LCD. The image of the license plate from the camera
will be analyzed in MATLAB, where most of the data analysis parts were done. Then, the analyzed image
of the license plate will be compared with the information stored in the database. If it matched, MATLAB
would send a message to the microcontroller to open the gate, and it will be closed again after some time.
But, if the information does not match, the alarm will be triggered, and a "you are not allowed to enter, please
go back." message will be displayed on the LCD. Figure 2 shows the process.

Received
Message =1
Establish
Connection

Scan Open exit for
RFID key 10 seconds
Entrance
Sensor =1
LCD displayed
‘Not Allowed’
Open entrance
+ for 10 seconds
5 minutes’ light v
indicator LCD display
‘Welcome’
Entrance
Sensor =0
Clear LCD
display

Figure Error! No text of specified style in document.. Flowchart of The Process
(Eltoum & Xue, 2014b)

3. QR Code with Salted Algorithms
QR Code is one of the most current security methods that started to be used in the automated gate
system (Ganesh et al., 2018)(Hogpracha & Vongpradhip, 2015)(Patil et al., 2018). QR code-based
automated gate system is an implementation of medium-level security gate systems mainly for small
companies that cannot afford to install expensive auto gate systems (Hamid et al., 2018). The QR code
generator is used to store individual data that crosses the automated gate into a QR code, and salted
algorithms are used as a security element to protect the data and the QR code system from being
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penetrated. This encoded data through a process decoded by scanning the QR code symbol with a mobile
device that is equipped with a camera and a QR code reading software. (Hamid et al. (2018) further
described that they implemented a salted algorithm and hashing algorithm to increase the security level of
the QR code and make it hard to crack. Figure 3 shows an example of the salted hashing algorithm.

_ Salted

Password= » (POSSWOrd |
241bcé4
oe?0bc
290190, Hashed
e/fgbes
Dalabase Storoge

24fbcédace?b.,

Figure 2. Example of The Salted Hashing Algorithm
(Hamid et al., 2018)

4.  Voice Recognition System

Voice Recognition System is also another good option. Itis classified as a safe study as this technology
uses the user features parameter as the password, and it is unique for everyone (Hairol Nizam Mohd. Shah
et al., 2014). Voice biometric technology is more convenient and accurate for authentication as the user has
nothing to carry or remember any password and is afraid the ID card might be stolen or hacked. The voice
recognition system has two main modules, which are feature extraction and feature matching, while the
speech signal and its characteristics can be represented in two different domains, which are the time and
frequency domains. They implemented this system by using MATLAB (SIMULINK). Users must speak their
names and save them in the .wav file form. Severable variables such as pitch, dynamics and waveform are
included and executed to recognize the user's voice using the function block available in SIMULINK. Figure
4 shows the speaker verification process involved in the Voice Recognition System.

o Speaker
Model
Input Feature o Accept or
Speech ™ Extractor Decision ™ Reject
Impostor
Model

Figure 4. Speaker Verification
(Hairol Nizam Mohd. Shah et al., 2014)

Research Methods

This study combines Content Analysis and Interview techniques, which means the data from the previous
research were analyzed and summarized scientifically (Berger, 1998), which was followed by a questionnaire
session conducted with ten selected respondents. It is a series of activities in analyzing and summarizing the
scientific data produced by previous research (Neuendorf, 2002). The 'data’ refers to verbal, written or visual forms
of pictures, words, symbols, meanings, ideas, diagrams, or any message that can be analyzed (Neuman, 2003).
The findings from the content analysis were then compared with the findings from the interview session, and
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conclusions were drawn from the comparison results. Figure 1 shows the coordination of Content Analysis and
questionnaire techniques used as a methodology in extracting the best methods for the implementation of a safe
and low-cost I0T Automated Gate System.

' , Context Theory . Future
[ Text Review }‘[ Interview }.[ Analysis H Elaboration H Assumptions }’[ Work }

Figure 5. Steps Taken in Analyzing Problem

This paper gathered, reviewed and analyzed data from ten major selected papers and twenty more related
references. It started with a review of research that was being carried out regarding the automated gate system.
Analysis began by constructing a corpus of papers on intrusion and security techniques in gate systems by searching
the term "Automated Gate System", "Intrusion", and "Security Technique". Each selected paper was examined and
evaluated to see whether it suited the topics discussed.

The interview session was then conducted, and it was divided into two parts. Part | involves ten selected
respondents consisting of premises owners who use automated gate systems, while Part Il involves ten selected
respondents who are experts in network security, consisting of 10 experts in information technology and network
security (5 from industry and five from academic institutions). The questions in Part | revolve around awareness of
the importance of network security elements in a gate system, while the questions in Part Il consist of (1) important
factors in implementing gate systems and (2) security tools that are trusted in automated gate systems, and (3)
security testing tools that are suitable for use in the gate system.

The questions of the interview session were formed from the conclusions obtained from the literature review
carried out previously. The results of the Content Analysis and the Interview session were then concluded to fulfil
the objectives of the research by including (1) the Security method implemented in Automated Gate System and (2)
Tools used to test and analyze the Automated Gates System. The purpose of the study is represented in Fig. 6

below.
[ Security Method }'L TITITHTI l[l[ Security Testing }

Figure 6. Research Direction

Results and Discussion

As discussed earlier, an automated gate system has been implemented with many security methods. There
are most recent and standard security methods, and a lot of research has been carried out for these security
methods: RFID Technology, QR code, Biometric Recognition and Vehicle License Plate Recognition.

Firstly, regarding expenses and fees, RFID technology can offer tight security with high efficiency. However,
based on (Elechi P., Ahiakwo C., 2021), RFID technology is not affordable and requires high cost. Despite the
cost, according to (Asha et al., 2018), RFID can be effortlessly accessible and more helpful to utilize. Although
RFID technology has been known to be quite expensive, there are also low-cost RFID tags. However, based on
(Juels, 2006), they are computationally weak devices that cannot perform basic symmetric-key cryptographic
operations. Unlike RFID, QR code is a low-cost implementation for automated gate systems. According to (Hamid
et al. (2018) and Marthasari et al. (2022), medium-level security can be developed with minimum cost. This is
because the technology and RFID offer higher protection than QR codes. Hence, the installation and maintenance
fees will be higher. The Vehicle License Plate Recognition system is cheaper than RFID technology and Biometric
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Recognition, which needs higher installation and maintenance fees. For the cost, the QR code offers the lowest
price in total and is affordable for any clients who have a tight budget.

Although these security methods offer tight security and have many security benefits, it is also exposed to
many privacy and security threats and risks. Based on (Suarez-Albela et al., 2017), RFID is exposed to security
and privacy risks. For security risks, the most common attacks are tag isolation, which blocks tag communications
to avoid sending data to the reader. Next is tag cloning. Tag cloning is the unique identifier, and the content of the
RFID tag is extracted and inserted into another title to access restricted areas. For privacy risks, personal tracking
is dangerous as the attacker can know the routes, purchases and habits of the owner of the RFID tag. The
information may even be used for marketing purposes.

For QR Codes, it is widely known that it is easy to crack and decode. However, the security of QR codes
can be higher when security features are added (Marthasari et al., 2022). But still, the risks of getting attacks are
there, and one of them is phishing. Phishing using a QR code is easy as they only need to put a sticker with the
QR code that leads them to the malicious websites. Most people need to be aware of the threats, and there is little
awareness about phishing using QR codes. This is crucial as people out there scan the QR code without even
knowing the context of the QR code. For biometric and license plate recognition, data breaches can happen.
Because the data are collected and stored to do the recognition process, this can be constant threats from hackers,
and many security precautions need to be taken to protect clients' sensitive data.

Next, in the scanning process, only RFID technology and QR code support 360° of reading, making the
scanning process faster and easier. It is efficient when there are a lot of scanning processes to be done at the
same time. Meanwhile, for the range, RFID and Vehicle License Plate Recognition allow a more extended range
compared to Biometrics as the data type for Biometric is either eyes, face or hand palm that needs a shorter field
to be identified. Thus, using Biometrics, Vehicle License Plate Recognition and QR codes, they can be read and
scanned one by one simultaneously, while RFID can be scanned and read many times at a time. Table 2 will show
the comparison of the security methods.

Table 2. The Comparison of The Security Methods

Biometric Recognition RFID Vehicle License Plate QR code
System technology Recognition
(Voice Recognition
System)
Cost Expensive Expensive Cheaper than Cheapest
RFID
Efficiency Canonlyscanandread  Can read and scan Canonlyscanandread  Can only scan and
once many once read once
atatime times at once atatime atatime
Scan Range Short Longest Long Short
Advantage Offers the best security Efficient and Real time Low in cost
level and accurate most  tight security. detection and and flexible
of the recognition process.
times.

Disadvantage Too expensive. Cannot be used if the Bad weather or lighting Can be
card or RFID tag is can affect the system decoded easily
lostanditis expensive  and the system  will
to setup andinstall. not be

completely
effective.
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Furthermore, to analyze the security methods, some of them have not identified specific tools that can help
them to know how secure the security methods can be. It is important as clients need to know how secure each
security method can be, in order to protect their properties from unauthorized access. Plus, clients need to know
what security method to choose to invest for a better security. Based on Irfan Yaqoob et al. (2017), security testing
is important as it can discover and evaluate potential vulnerabilities in a system so that attacks can be faced and
the system does not stop working or be exploited. It also aids in the detection of any potential security concerns in
the system, as well as assisting developers in the resolution of issues through code. According to Choi et al. (2006),
before the security method can get evaluated, the vulnerabilities need to be discovered first. Choi et al. (2006) also
mentioned that find the vulnerabilities, determine the risks of exploiting these vulnerabilities, and do a risk analysis
for each potential threat. This adds a layer of protection. Its security posture may be assessed based on how threats
are resolved (accept, mitigate, transfer). Security is always relative, and any compliance standards might act as a
guideline. The content analysis conducted concludes 5 security testing techniques (refer to Figure 5) that can be
carried out against the autogate system to evaluate the security effectiveness of each system.

Security Testing
Technique
Penetration Vulnerability Risk Static Code Ethical
Testing Scanning Assessment Analysis Hacking

Figure 7. Testing Methods

Interviews with ten respondents also gave the same content analysis, with most automated gate system users
seen as needing to be more sensitive to the security aspects of their respective automated systems. Although many
security methods are implemented on the automated gate system, most clients need to learn the importance of
having a secured gate system protecting their property. Most clients need to see the importance of a secured gate
system to protect their property (refer to Figure 8). The expert interview showed (refer to Figure 9) 37.2% of
respondents agreed that QR Code is the most secure technique implemented in the automated gate system, better
than Voice Recognition System and RFID system. 40% of the experts also agreed to choose Penetration Testing
as the best technique to test and analyze the degree of penetration that occurs against an automated gate system
(refer to Figure 10).

&
-

Figure 8. The Importance of Having A Secured Gate System
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Figure 9. The Technique to be Implemented in Automated Gate System
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Figure 10. The Penetration Testing Technique in Automated Gate System

Conclusions

Continuing from Content Analysis and Interview techniques, future studies will be conducted to choose
which security technique is best implemented in the Automated Gate System. Based on secured and economic
objectives, this comparative study has succeeded in shortlisting selected techniques from the many techniques
used in the market. The security methods that have been chosen to be analyzed are RFID technology, QR code
and Voice Recognition System, as it is accurate in scanning and has many advantages in the security aspect.
Static code analysis, penetration testing and vulnerability testing will be carried out for the Automated Gate System
with the three techniques proposed with the objective of choosing the best security method to be implemented in
the Automated Gate System.
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