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ABSTRACT

Cloud computing is an internet-based service model for accommodating enterprise resources where
companies do not have to think about resources because cloud computing service providers provide
resource facilities on the internet. Because the resources of cloud computing systems on the internet,
as well as providing services to many people simultaneously, can allow cloud computing systems to
be easily threatened by various types of Cyber Attacks. The purpose of this research is to develop the
design of a secure cloud computing network architecture using the NDLC method by developing a
cloud computing network security system using IDPS case study technology at PT. XYZ. IDPS Snort
is used as an intrusion detection and prevention system as well as a firewall to filter packet packets
that are indicated as threats. The evaluation was conducted to prove whether the network security
system applied to cloud computing technology can run well, by testing several attacks such as Ports
Scanning using NMAP, Ping of Death and DoS SYNFlood. The results of the evaluation proved that
IDPS SNORT can detect and block all well-tested attacks on the applied cloud computing network.
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INTRODUCTION
Today, information technology in the

applications without any time, place and
distance limits. There are three types of services

world has experienced a very rapid increase,
with technological developments that are found
to increase the effectiveness and efficiency of
human activities. All activities from waking up
to sleeping now cannot be separated from
digital activities, in the future humans will only
have to enjoy all these digital works without
having to bother to think about them.(Danuri,
2019).Cloud Computingis one form of
information technology development that we
are now living. Cloud Computing is an internet-
based service model to accommodate a
company's resources, which means the
company no longer needs to think about
infrastructure because Cloud Computing
service providers provide storage facilities on
the internet. Cloud Computing can provide
unlimited services for wusers to access
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contained in this Cloud Computing technology,
namely, Software as a Service (SaaS), Platform
as a Service (PaaS), and Infrastructure as a
Service (laaS). Cloud Computing scientifically
means a method that allows users to rent an
information technology service such as
software, processing power,(’Abidah et al.,
2020).Utilization of cloud computing can be
more optimal if the organization or company
that uses it is more considerate of the type of
service used so that it is not overcharged or that
the excess technology does not meet its needs.
so that this cloud computing technology can
really support the company's capabilities, it is
necessary to carry out the right analysis
according to the company's needs(Bahri,
2019)Because Cloud Computing system
resources are located on the internet, as well as
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providing services to many people at the same
time, it can allow Cloud Computing systems to
be easily threatened by various kinds of Cyber
Attacks. So to overcome the attacks that may
appear on the Cloud Computing network can be
done using Intrusion Detection System (IDS)
technology. IDS is a security system where if
there is any suspicious behavior that is not in
accordance with the rules applied to the
network, the IDS will provide alerts and if
possible block the IP address that carried out
the attack.(Syani, 2019).Intrusion Detection
and Prevention System (IDPS) technology is a
development of the Intrusion Detection System
(IDS) which is combined with a firewall in this
case using IP Tables. In some previous studies
on IDPS, the main purpose of IDS is to detect
attacks efficiently. In addition, it is equally
important in detecting attacks to reduce their
impact. The application of the Intrusion
Detection and Prevention System (IDPS) is
used as a solution that can be used to assist
administrators in monitoring and analyzing
malicious  packages contained in a
network.(Alamsyah et al., 2020).Based on the
description above, the author intends to design
and evaluate network security or a network
security system for a cloud server network
using intrusion detection and prevention system
technology with software called SNORT as a
network security tool by taking a case study of
a server network at PT. XYZ and network
development life cycle as the design method. In
the design of this network security system, it is
hoped that it will make it easier for users to
monitor cloud server networks and speed up
users for handling server downs or attacks that
may appear on the cloud server network.

PROPOSED INNOVATION

Research bylrawan, Sari & Bahri,
(2019)talk about the design or design of a cloud
computing storage technology or what is
commonly called cloud storage. As a model of
cloud computing, cloud storage provides
services for file management based on users in
a computer network. The author uses Nextcloud
as a cloud server application that is suitable for
running cloud storage services, Nextcloud can
share files to all users and share via a link via

519

the web. To run and configure Nextcloud, it can
be accessed via a web browser by going to the
Public server IP address.

Research bySyani & Ropi, (2018)analyze
and build a cloud computing infrastructure
network security system with case studies in the
education sector where cloud infrastructure is
built based on user needs obtained from direct
interviews. The author uses the NDLC
methodology which consists of 5 stages with
test results showing that the network security
system built has been successful and the
implemented cloud system meets user
requirements. The resulting performance on the
system detection accuracy parameter can detect
attacks accurately and quickly, while the
system resource parameters take very little
CPU and RAM usage so that it does not burden
the server. Observations made by the author
showed good results with as many as 620
surveillance warnings, Next on researchEka
Stephani,  (2020)about  evaluating  the
performance of attack detection on IDPS Snort.
This study evaluates the performance of an
IDS, namely SNORT based on several factors,
namely the ability to detect attacks directed at
the host, CPU and memory resource
consumption by SNORT when detecting
multiple attacks from several attackers. Based
on the test results, it is concluded that SNORT
can detect attacks in accordance with the
signature that has been set in the SNORT rules
which then if an attack is detected in
accordance with these rules it will be reported
via notification in a time span of 2 seconds to
139 seconds. SNORT has a reliability of up to
100% for types of attacks such as Port
Scanning, SSH Bruteforce and DNS
Enumeration. Other research conducted by
Rakhman & Lestariningati, (2015)about IDS
design using SNORT software. This study
designs a server using the Linux Ubuntu 13.10
operating system then installs and configures
SNORT as a web server network security and
then tests the SNORT Server by attacking the
web server with several attack techniques that
hackers usually do against a network, namely
DoS (Denial of Services). ) and SQL Injection.
The server is activated for 506 hours per day for
6 days and attacks are carried out randomly
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every day. In functional testing of the IDS
server, the existing functions run according to
the design that has been built, SNORT is able
to detect attacks that appear and display
warnings to the administrator, there are a total
of 128. 576 warnings of which 51 are DoS
attack warnings and 678 of which are SQL
Injection attack warnings. The IDS in this study
which is implemented on the Linux Ubuntu
operating system can monitor events on the
network and the SNORT Web Ul used is very
helpful for the network monitoring process
because it is GUI based.

Research byAulia & Hariyadi, (2016)discusses
the implementation of an intrusion prevention
system (IPS) using Snort and IPTables for
cloud computing network security. This study
focuses on cloud network security with SaaS
(Software as a Service) services where the
cloud provider provides software that can be
used and can be accessed by users via a web
browser. The methodology used in this research
is NDLC (Network Development Life Cycle).
This research applies a cloud computing
network by virtualizing it on Virtualbox, the
author applies IPS Snort which is integrated
with IPTables successfully detects, displays
notifications and blocks the 4 attacks that were
tried, namely Ping Attack, Port Scanning,
Sniffing and DOS SYNFlood Attack for 5
trials.

METHODS
In preparing this thesis the author uses a
research method called the Network

Development Life Cycle (NDLC) method. This
method is used as a guide in a series of
computer network development processes.
NDLC formulates the circulation of the process
of compiling or building a computer network
system(Kurniawan, 2016). NDLC has six
hierarchies that serve as guidelines for
implementing it on the network. The six
hierarchies in question are Analysis, Design,
Simulation  Prototyping,  Implementation,
Monitoring, and Management as shown in
Figure I11.2(Nurdadyansyah & Hasibuan,
2021).
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Figure 1. NDLC

RESULT AND DISCUSSION

4.1 Analysis
4.1.1 Existing network analysis

Analysis of the state of the network

or network architecture that already exists
for research partners to be analyzed and
developed to be more optimal according to
existing needs. The results of the analysis
related to the network at PT. XYZ are
shown in Figure 1V.1 below. Where the
existing network still adopts a physical
network with the server still a physical
device, the PC server provides Web Server,
File Server, Mile Server and Database
Sever services. From the results of the
analysis of the network is still vulnerable to
attacks by attackers because they do not
have a good network security system.
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Figure 2. Network Topology

4.1.2 Workflow design

The flow of the work process of the
network security system from IDPS
SNORT that will be made is shown in
Figure IV.2. Where every packet that enters
the system will be captured first, then the
data packet will be checked or detected



The 2nd Conference on Management, Business,

Innovation, Education, and Social Science (CoMBINES)

Taichung, Taiwan 3-6 March, 2022

based on the rules that have been made, if
the packet is indicated as a threat or
detected according to existing rules, the
system will warn the administrator and
record The log of the data packet will then
also block the data packet because it is
indicated as an attack. However, if a data
packet is detected that does not comply
with the violated SNORT rules, the system
will log the data packet and continue it to
the cloud computing server.
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Figure 3. System Workflow

4.1.3 Research instrument design
To support the design of the trial
network that is made, analysis is needed
regarding user needs as well as the hardware
and software needed in the network design:
A. User Needs

The needs for users are obtained by
conducting field surveys using the interview
method. With the results of the interviews
obtained the following needs:

e The system to be designed aims to
detect and monitor network activity on
the personnel server, this server is used
to perform data  management,
personnel management and
administration with ports that are
opened including port 80 (HTTP), port
22 (SSH), port 3306(MYSQL).

e The security system or network
security system designed is expected to
be able to detect if there is a threat and
block it, and can monitor any changes
that appear on the server.

B. Hardware Requirements
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As for the specificationshardwareneeded
in this research design are as shown in Table 3
below:

Table 1. Hardware Specifications

Specification
Device Cloud Client
Server
1. RAM
(Random | yop | 5gR
Access
PC Memory)
2. Processor 2GHZ | 2GHz
2. Storage 50GB | 200GB
Wifi
hl(etwo 1. CE;;:redrnet Cloud rA dapte

C. Software Requirements

As forsoftwareused in testing this system is
as shown in Table 2 below:
Table 2 Software Specifications

N | Software | Version | Information
0
20.04.4 | Operating System used
1| Ubuntu LTS on the Personnel server
2 | PUTTY 0.76 For SSH Client
2 | SNORT | 2.9.7 IDS server application
3 | 1pTables | 184 Traffic filter to block
attacks
Kali The operating system
4 . 2020 used on the attacker's
Linux .
device
Wireshar Applications used as
5 242 o
k packet sniffing
4.2 Design

In the design stage the author designs a
cloud computing-based network architecture
using a website application called draw.io, in
this design process the author makes designs
according to user needs using the Amazon web
service (AWS) cloud provider. And also add a
network security system design as network
security that will be implemented to avoid
attacks on servers.

4.3 Implementation
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In the implementation stage, this is the
stage where the author applies and configures
the cloud architecture design and network
security system that has been previously
designed for further evaluation at a later stage.
Implementation begins with configuring a
cloud server using amazon web services
(AWS).

431 VPC (Virtual Private Cloud)
network installation

e Loginto AWS then search for the VPC

management console and create a new
VPC, here the author creates a virtual
computer network so that various cloud
resources in AWS such as EC2
instances, RDS instances, S3 Buckets
can be isolated from the internet to
make it more secure. Here the author
determines the IP CIDR block
10.10.0.0/16 as the IP range used in this
virtual network.

Figure IVV.3 Create a VPC

e Next, create 2 subnets for the newly
created VPC, the subnets are used to
determine public and private IPs with
these subnets being in the same
availability zone, namely ap-southeast-
la (Singapore). The public IPv4 CIDR
10.10.1.0/24 and private IPv4 CIDR
10.10.2.0/24 ranges each have 250
available IPs.

e Then create an internet gateway and
connect it to the previously created
VPC so that it can be accessed by the
internet.

e Set the routing table of the VPC to
direct the network packet 0.0.0.0/0 to
the internet gateway, as well as link the
previously created subnets so that they
are connected to each other, both public
and private.

e Next, create a security group for
security on the VPC network so that not
all packets can enter the server,
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determine what ports are open and the
IP range or the rules for entering and
leaving packets.

Figure 1V.4 Create Security Groups

Set elastic IP so that the Public IP
address on the web server does not
change when the machine instance is
turned off.
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Figure I1V.5 Create Elastic IPs

4.3.2 S3 Bucket Installation

Creating an Amazon S3 bucket that is
used as a storage medium on the AWS
S3 internet focuses on file management
where we can create a bucket (bucket)
as a container to insert files, then
upload files to the bucket, manage the
files so that anyone can access them.
Create a bucket then specify the AWS
region (zone) here the author defines
Asia Pacific (Singapore) ap-southeast-
1. Then try uploading the file or
document to the created bucket. As in
the image below.

b ketverve

Figure 1V.6 Create S3 Bucket

4.3.3 EC2 Instance Installation

Create an EC2 instance as a virtual
machine that is used as a web server
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with  specifications as designed
according to system requirements.

e - OO | M1 Bt [ b

Figure IV.7 Create EC2 Instance

(web server)

Next, enter the instances that have been
successfully created, here the author
uses the SSH PUuTTY application to
connect to instances or can also directly
connect via the AWS web. Then copy
the folder in the form of the application
source code file that we uploaded
earlier on the s3 busket, but first install
the AWS CLI on the instances, then
type the command $ aws s3 sync
s3://bucket_name/folder_name.

4.3.4 Web Server Installation

Then install apache as an application or
web server tool, do an update and
upgrade first on the instance, after that
install apache, php and also mysql
server as the admin database.

& 00t Dip-10-10-1-204 ~

Figure 1V.8 Install apache

After the web server has been installed,
we configure the database and
application so that when users access
the Public IP server, they will go
directly to the application, to facilitate
database creation, we also install
phpMyAdmin. Once connected, the
web server has been successfully built

Smwry Irderraes Arep Dgesd

for later analysis of the security system.

Figure 1V.8 Successfully Installed Web
Application

435 Network

Security System
Installation
After the web server configuration is
complete and running well, we can
install and configure the network
security, this time the author uses IDS
Snort as an application to detect
packets in the form of attacks and

record them as a log.
8 200t - 10-10-1-204

Figure IV.9 SNORT . Installation

After the installation process is
successful, proceed with configuring
the rules database on Snort to detect
attacks and display alerts. Here are
some examples of rules that the author
applies.

Figure 1VV.10 Example of SNORT . rules

After the detection system is
successfully  implemented, it s
followed by an attack prevention
system that will block packets that are
detected as an intrusion. Installing
iptables as a firewall application on the

web server as follows.
Byt "

Figure IV.11 Installation of IPTables

After the detection and prevention
system has been  successfully
implemented, then proceed with the
testing phase for intrusion attacks.

4.3.6 Attacker Installation
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e At this stage the author prepares a
virtual machine that is used as an
attacker's device. The author uses the
VirtualBox application to install the
Kali Linux operating system as an
attacker device.

Figure 1V.12 Attacker Device

Installation

o Next, update && upgrade the Kali
Linux operating system to install the
package or application needed as an
attacker.

4.4 Test

This stage is the stage where the network

security system that has been built will be tested

with several repeated attacks and then
evaluated whether the security system is
running well.

4.4.1 Port Scan (Nmap)

Port Scanis an experimental activity to
observe the server to find out which hosts are
active, what ports are open, the operating
system used and other scanning features. The
following is an example of an attack test
performed using the nmap tool. nmap tests the
attacker's computer before the network security
system blocks its activi

Figure 1V.13 Port Scanning Experiment
Successful

It can be seen from the observation that port
scanning was successful before snort and
iptables blocked. By doing port scanning
attackers can find out which ports are open and
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which can be accessed. It can be seen in the
picture above that port 22 (ssh) and port 80
(http) are open and can be accessed.

» Network traffic monitoring using
wireshark shows that there is a
packet request to the IP server via
the TCP protocol.

Figuré i\/.14 V-\/i'rexshar-k Sniffing
Packet NMAP
> Snort condition in detection mode

there is an alert that is an attack
attempt.

IV.15 Snort Detects

Figure
NMAP

» Configure iptables rules to block
port scanning attacks.

Figure 1V.16 IPTables Rules
Block Port Scanning
» Retry port scanning using nmap to
see if iptables was successful in
blocking the attempted attack.

usting  Lhet  Barntiuen

Figure 1V.17 Successful Port

Scanning Experiment

It can be seen in the picture above
that the port scanning experiment
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was successful, but the port that
was open is now closed so that it
cannot be exploited by attackers.

» The following is a log of the
attempted port scanning attack
carried out by the attacker.

Figure 1V.17 Port Scanning
Experiment Log (NMAP)
4.42 Ping Of Death
Ping Of Deathis a form of attack in the form of
sending packets in large numbers to the server
to burden server performance through the icmp
port.
» The icmp attack from the attacker's device
by sending as many as 10000 times the
request to the server.

IV.18 Closed Port Scanning

Figure
Experiment

It can be seen in the picture above that all
packets sent to the server were successfully
sent with 0% packet loss.
» Seen in wireshark ping of death packet
requests via the icmp protocol.

S L EEET
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Figure 1V.19 Wireshark Sniffing Packet
Ping of Death

> Furthermore, it can be seen that the snort
detection mode sends an alert in the form of
an attempted ping of death attack as shown
below.

Figure
Detection

IV.20 Snort Ping of Death

» Then create rules to block ping of death
attacks by limiting the number of packets
that the server can receive.

Figure 1V.21 IPTables Rules Block Ping
of Death

» Then a ping of death experiment was
carried out again from the attacker's device
to find out whether this activity could be

prevented.

Figure V.22 Ping of Death Attempt
Failed

The picture above shows that the attack
attempt was in the form of sending 10000
undelivered packets to the server, with
95.45% packet loss.

4.4.3 SYN Flood
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SYN Floodis a form of attack such as DoS
(Denial of Service) where the attacker will send
a large number of SYN requests to the target
server which aims to overload the server
resources so that it cannot serve traffic
properly.
» Attempts to attack SYN packets from the
attacker's device using a tool called hping3.
» We can see in wireshark the number of
attack attempts with large packets over port
80 and we can see an unusual spike in
traffic.
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Figure 1V.17 Wireshark Sniffing Packet
SYN Flood
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Figure 1V.17 Wireshark Traffic Graphs
SYN Flood

» Itappears that snort can detecta SYN Flood
attack and display alerts and the attacker's
IP.

Figure 1VV.17 Snort Detect SYN Flood

» With these alerts then a rule is created to
prevent these attacks so that server
resources are not down.

Figure 1V.17 [IPTables Rule SYN

FLOOD
» Furthermore, the SYN Flood attack
experiment is returned by the attacker's
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device to determine whether the attack
prevention system is functioning properly
or not.

Figure 1V.17 SYN Flood Trial Failed
Seen in the picture above all packets sent to
the server are not sent.

4.5 Evaluation
At this stage the network security system

will be evaluated whether it is running well
according to the needs, where snort can capture
packets in the form of attacks and block them
from entering the server. From the conclusion
of the security results applied, cloud computing
is currently flexible because the proper
configuration at the beginning of its
implementation creates a mechanism that is
activated automatically and complements cloud
computing so that it is more flexible in securing
the network.

Table 3 Test Results Against The System

Attacke | OS | Attack Tool | Snor
r S t
Port NM | vV
Kali Scanning AP
36.77.1 Lin Ping of | ICM | vV
45212 Ux Death P
i v
SYN Flood | HPIN
g3
Conclusion

Using the Network Development Life
Cycle NDLC development method is proven to
build a secure network architecture design to be
applied to cloud computing technology.
Because in the design process is more
structured and each stage can be easily done.
The 3 stages that the author uses, namely
analysis, design and implementation can run
well and successfully develop a cloud
computing network architecture for the needs
of a secure web server for the company.To
implement this cloud architecture design the
author took a case study on PT. XYZ, from the
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network topology and systems that have been
running the author performs the analysis then
redesigns it to be applied to cloud computing
technology. The design carried out includes the
design of system workflows and the needs of
system devices so that a network architecture
design is obtained that suits the needs of PT.
XYZ at the moment. Network security
implemented by IDPS Snort and firewall
successfully detect attacks and block them, has
previously been configured and added rules to
be able to detect and display alerts and block
packages indicated as attacks. Evalusai in the
form of test results on the IDPS Snort security
system can be seen on table 3. Idps Snort
detected 1 IP address (36.77.145.212) using the
kali linux operating system and successfully
detected the attack packages namely Port
Scanning, Ping of Death and SYN Flood and
blocked them so that the IP could not exploit
the server again. With this IDPS Snort is
considered good enough to secure and analyze
the form of intrusion attacks into cloud
computing network systems.
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