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ABSTRACT

Wireless Network is a collection of electronic devices that connect to each other
using air devices or frequencies as a data traffic flow. Today, there are many users who
use WPA2-PSK or WPA2-EAP as a wireless network security system that aims to prevent
people from accessing it without permission. This research uses a wireless penetration
testing technique that uses fluxion tools by comparing and analyzing the WPA2
authentication security system with EAP-PSK on a wireless network which aims to
determine the vulnerability of a network security system. To carry out penetration testing,
the author refers to the "Wireless Network Penetration Testing Methodology.” Which
consists of intelligence gathering, vulnerability analysis, threat modeling, password
cracking, and reporting. From this study, it will be concluded that WPA2-PSK is less safe
to use because it can be seen in the penetration testing that WPA2-PSK was successfully
hacked in an unhide SSID state, while WPA2-EAP was successful in making Web
Interfaces but failed to obtain information such as usernames and passwords. If the
WPA2-PSK SSID is in a hide state, it will fail the hack, so that both security systems
have their own advantages and disadvantages depending on the user's needs.
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