
 
 
 
 
 

 

E-ISSN: 3026-3182 
Available online at website: https://journal.uib.ac.id/index.php/barjoules/index 
 

Barelang Journal of Legal Studies                 51                                 Vol. 4 Issue 1, 2026, 51-72 

 

Legal Protection Efforts for Customer Rights in 
Cases of Personal Data Breaches in Banking 

 
Aisyah Maulani1, Agustianto2, Risno Mina3, Ratna Kumala Sari4, 

John Elvin Louis5 
 

1-2Faculty of Law, Universitas Internasional Batam, Indonesia 
3Faculty of Law, Universitas Muhammadiyah Luwuk-Banggai, Indonesia 

4Faculty of Law, Universitas Sang Bumi Ruwa Jurai, Indonesia 
5Faculty of Law, Youngsan University, South Korea 

Corresponding email: agustianto.lec@uib.ac.id 
 
History of Article 
Submitted : March 16, 2026 
Revised : May 22, 2026 
Accepted : June 01, 2026 
Published : June 23, 2026 
DOI : https://doi.org/10.37253/barjoules.v4i1.12406  
 
Copyright© 2025 by Author(s). This work is licensed under a Creative Commons Attribution-Non Commercial-Share Alike 4.0 International License. 
All writings published in this journal are personal views of the authors and do not represent the views of this journal and the author's affiliated 
institutions. 
 
 

Abstract 
In the rapidly evolving digital era, banking activities increasingly rely on electronic 
systems and online services. Behind this convenience lies a significant risk concerning 
the protection of customers’ personal data. This article examines the legal protection of 
customers’ rights in the event of personal data breaches by banking institutions. The 
study employs a mixed-method approach (normative and empirical). The normative 
approach involves analyzing relevant legal instruments such as Law Number 27 of 2022 
on Personal Data Protection, Law Number 10 of 1998 on Banking, and regulations 
issued by the Financial Services Authority (OJK). The empirical aspect is supported by 
interviews with bank staff in the compliance and customer service divisions to understand 
how these regulations are applied in practice. The findings reveal that while the legal 
framework is relatively comprehensive, its implementation remains problematic. Issues 
include low legal literacy among customers, limited public outreach by banks, and 
technical constraints in countering the rapidly evolving cyber threats. Banks hold legal, 
ethical, and technical responsibilities to protect data and must provide compensation 
when negligence occurs. Dispute resolution mechanisms include internal complaints, 
mediation through OJK, or civil litigation. The study recommends the establishment of 
an independent supervisory body, the enhancement of public education on data rights, 
and the strengthening of internal bank security systems to ensure long-term customer 
data protection. 
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Introduction 
In the digital era, banking and financial activities are increasingly carried out 

through online systems, including transactions, account opening, loan 
applications, and mobile banking services. This development provides 
convenience for customers, but it also creates new risks related to the protection 
of personal data. The use of digital banking services requires stronger legal 
safeguards because customer data may be exposed to misuse, unauthorized access, 
and cybercrime (Ayunda & Rusdianto, 2021). Recently, public concern has 
increased due to several data breach cases involving financial institutions and 
digital service providers. 

Customer data breaches are not a trivial matter. Leaked data may be misused 
for fraud, identity theft, illegal access to accounts, and other forms of cybercrime. 
These risks may cause material losses, psychological harm, and a decline in public 
trust toward banking institutions. Data breaches in digital banking can create 
serious consequences for customers, especially when sensitive information is 
accessed and distributed without authorization (D. F. Putri et al., 2023). In Batam 
City, which continues to develop as a digital-based economic area, this issue 
becomes more relevant because many people depend on online banking services. 

As a form of legal protection, Indonesia has enacted Law Number 27 of 
2022 concerning Personal Data Protection. This law strengthens the legal 
position of individuals as personal data subjects and provides a clearer basis for 
protecting personal data in digital activities. In the banking sector, customer 
protection is also closely related to the obligation of banks to maintain the 
confidentiality of customer information. However, the existence of legal 
instruments does not automatically guarantee effective implementation, 
especially when public legal awareness and institutional readiness remain limited 
(Fikri & Rusdiana, 2023). 

Several data breach cases in Indonesia show that the protection of customer 
data still faces serious challenges. One of the cases that attracted public attention 
was the data breach involving Bank Syariah Indonesia, where customer data was 
allegedly stolen and distributed by a hacker group. This incident shows that 
digital banking systems remain vulnerable to cyberattacks and that banks must 
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strengthen their responsibility in protecting customer data. In this regard, That 
banks may bear legal responsibility when customer data is leaked, particularly 
when the breach is related to negligence or weak data protection systems (Annafa 
et al., 2024). 

Normatively, customer data protection in Indonesia has been regulated 
through several legal instruments. Article 40 of Law Number 10 of 1998 
concerning Banking requires banks to maintain the confidentiality of 
information regarding depositors and their deposits. Meanwhile, the Personal 
Data Protection Law requires personal data processing to be carried out lawfully, 
fairly, transparently, and with respect for the rights of data subjects. Although 
mobile banking provides convenience for customers, it also increases the risk of 
personal data misuse if legal protection and security systems are not implemented 
effectively (Irmawati et al., 2024). 

However, legal protection for customer data is still not fully optimal in 
practice. Many customers do not understand the available complaint 
mechanisms or the legal remedies that can be taken when their personal data is 
leaked. In addition, banks and financial institutions still face challenges in 
strengthening cybersecurity systems, improving internal supervision, and 
providing clear recovery mechanisms for customers. This condition shows that 
data protection is not only a regulatory issue, but also an issue of institutional 
accountability and public legal awareness (Anbiya & Januarita, 2026). 

Previous studies have discussed various aspects of personal data protection. 
(Rahmawati et al., 2023) highlight the importance of bank accountability in cases 
of customer data breaches, while (D. D. F. Putri & Fahrozi, 2021) discuss the 
urgency of preventing consumer data breaches through stronger personal data 
protection regulations. (Delpiero et al., 2021) also show that digital platform 
accountability remains an important issue in personal data protection. However, 
these studies have not fully examined the effectiveness of legal protection for 
customer rights in banking data breach cases, especially in relation to recovery 
mechanisms for harmed customers. 

Given the increasing number of data breach cases that cause public concern 
and can lead to both financial and psychological harm, the author considers it 
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important to raise this issue in research. The main focus of this research is to 
answer several questions, such as: to what extent are the laws and regulations, 
particularly the PDP Law, effective in protecting customer rights; what forms of 
legal protection and remedies can be obtained by customers after a data breach; 
and what are the mechanisms for the recovery of rights for customers who have 
suffered losses. 

This study aims to analyze the effectiveness of the PDP Law and identify 
the legal measures that can be taken by customers who fall victim to data breaches. 
It is expected that this research can serve as legal literature as well as a guide for 
the public to better understand their rights and know what to do if their data is 
leaked. The limitation of this research lies in its scope, which focuses solely on the 
banking sector and does not cover other financial institutions such as fintech or 
insurance. This topic was chosen because the protection of customer rights amid 
data breach threats is a crucial issue that is often overlooked, even though it is 
closely related to public trust in the ever-growing digital banking sector.  

 

Research Method 
This research employs a mixed legal research method by combining 

normative juridical and empirical juridical approaches. The normative juridical 
approach is used to examine the legal framework governing customer data 
protection in the banking sector. This examination focuses on legal norms related 
to personal data protection, electronic transactions, banking supervision, 
consumer protection, and constitutional rights. Meanwhile, the empirical 
juridical approach is used to understand how these legal norms are implemented 
in banking practice (Tan, 2021). This approach is carried out by examining the 
experiences and perspectives of bank employees regarding customer data 
protection, institutional supervision, and the handling of potential data breaches. 
The use of a mixed method is relevant because this research does not merely 
analyze the substance of legal norms, but also evaluates their practical application. 
The approaches used in this research include statutory, conceptual, and empirical 
approaches. The statutory approach examines relevant legal instruments, while 
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the conceptual and empirical approaches are used to analyze legal concepts and 
their implementation in banking institutions (Disemadi, 2022). 

The data used in this research consist of primary data and secondary data. 
Primary data were obtained through interviews with two bank employees from 
different branches within the same banking institution. These interviews were 
conducted to obtain practical information regarding the implementation of 
customer data protection, internal banking procedures, preventive measures 
against data breaches, the supervisory role of the Financial Services Authority 
(OJK) and Bank Indonesia (BI), and the bank’s responsibility in providing 
remedies or compensation when violations occur. Secondary data consist of legal 
materials, which include primary, secondary, and tertiary legal materials. Primary 
legal materials include the 1945 Constitution, Law Number 27 of 2022 on 
Personal Data Protection, the Law on Electronic Information and Transactions, 
the Consumer Protection Law, OJK regulations, BI regulations, and other 
relevant laws and regulations. Secondary legal materials include books, journal 
articles, research reports, legal doctrines, and scholarly opinions related to 
personal data protection, banking law, consumer protection, and digital security, 
while tertiary legal materials include legal dictionaries and other supporting 
references. Data collection was conducted through literature study and 
interviews to obtain both normative and empirical information. All data were 
analyzed qualitatively using a descriptive-analytical method by interpreting legal 
norms, comparing them with empirical findings, and assessing the effectiveness 
of legal protection for customers’ rights in cases of data breaches (Antony et al., 
2026). 

 

Results and Discussions 
Regulations Regarding the Protection of Customer Rights 
in Indonesia 

The protection of customer rights in Indonesia is regulated through several 
legal instruments that are closely connected to banking law, personal data 
protection, consumer protection, and electronic transaction law. In the banking 
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sector, customer protection is inseparable from the obligation of banks to 
maintain the confidentiality, security, and lawful use of customer information 
(Katiandagho et al., 2023). This protection becomes increasingly important 
because banking services are no longer limited to conventional transactions, but 
have expanded into mobile banking, internet banking, digital payments, and 
electronic financial services. The development of digital banking creates 
convenience for customers, yet it also increases the risk of data leakage, 
unauthorized access, identity misuse, and cybercrime. Therefore, customer data 
must be understood not only as banking information, but also as personal data 
that is attached to the legal rights of individuals (Nasution, 2025). The protection 
of customer rights must be placed within a broader legal framework that 
combines privacy, consumer protection, financial supervision, and institutional 
responsibility. This shows that customer protection in Indonesia requires an 
integrated regulatory approach rather than a sectoral and fragmented 
understanding. 

The main legal basis for personal data protection in Indonesia is Law 
Number 27 of 2022 concerning Personal Data Protection. This law provides a 
more comprehensive framework for protecting personal data by regulating the 
principles of data processing, the rights of data subjects, the obligations of data 
controllers and data processors, data transfer, administrative sanctions, dispute 
resolution, and criminal provisions (Fikri & Rusdiana, 2023). In the context of 
banking, customers may be regarded as data subjects whose personal data are 
collected, stored, processed, and used by banks in providing financial services. 
The bank, in this position, may act as a data controller because it determines the 
purpose and method of processing customer data (Algamar & Ismail, 2023). The 
Personal Data Protection Law is important because it shifts the protection of 
customer data from a purely administrative obligation into a legal right that must 
be respected and enforced. It also provides a stronger legal foundation for 
customers to demand accountability when their personal data are unlawfully 
used or inadequately protected. Thus, the law strengthens the position of 
customers in facing the risk of data breaches in the financial services sector 
(Wibowo et al., 2024). 
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Customer rights under the Personal Data Protection Law include the right 
to obtain information, access personal data, correct inaccurate data, withdraw 
consent, request deletion, and object to certain forms of data processing. These 
rights are highly relevant in the banking sector because customers often provide 
sensitive information, such as identity data, financial records, contact details, 
transaction history, and other information required for financial services violated 
(Purnama & Alhakim, 2021). The processing of such data must be based on 
lawful grounds and must be carried out transparently, proportionally, and 
securely. Consent is an important element because customers must understand 
how their data will be collected, used, stored, shared, or transferred. However, 
consent should not be treated merely as a formal clause in banking documents, 
but as a substantive expression of the customer’s control over personal 
information. Banks must also ensure that the processing of customer data is 
limited to legitimate banking purposes and does not exceed what is necessary (B. 
M. L. Putri et al., 2025). Therefore, customer rights protection requires both legal 
compliance and ethical responsibility in the management of personal data. 

The protection of customer data is also regulated under Law Number 10 of 
1998 concerning the Amendment to Law Number 7 of 1992 concerning Banking. 
One of the central principles in banking law is bank secrecy, which requires banks 
to protect information concerning depositors and their deposits. This obligation 
reflects the trust-based nature of banking relationships, where customers rely on 
banks to manage their financial information responsibly (Bodhi & Tan, 2022). 
Bank secrecy is not merely a technical rule, but a fundamental principle that 
supports public confidence in the banking system. If customer information is 
disclosed or misused without lawful basis, the credibility of banking institutions 
may be seriously affected. However, bank secrecy must now be interpreted 
together with the broader framework of personal data protection because 
customer information is not limited to deposit data alone (Algamar et al., 2024). 
Therefore, the obligation to maintain bank secrecy should be expanded in 
practice to include stronger digital security, responsible data processing, and 
protection against unauthorized access. 
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The role of the Financial Services Authority is also important in protecting 
customer rights in the financial services sector. Through OJK regulations on 
consumer and community protection in the financial services sector, financial 
service providers are required to uphold principles such as transparency, fair 
treatment, responsible business conduct, consumer education, complaint 
handling, and dispute resolution (Annafa et al., 2024). These principles are 
relevant because customers are often in a weaker position compared to financial 
institutions in terms of information, bargaining power, and technical 
understanding. In the context of customer data protection, OJK supervision is 
needed to ensure that banks do not only provide financial products, but also 
maintain adequate governance over customer information. Customer protection 
must therefore include preventive measures, internal control, risk management, 
and effective response mechanisms when violations occur (Chairunnisa et al., 
2024). Complaint mechanisms are particularly important because customers 
need accessible channels to report losses caused by data breaches or misuse of 
information. Thus, OJK regulations strengthen the institutional dimension of 
customer rights protection in Indonesia. 

Bank Indonesia also plays an important role in consumer protection, 
especially in relation to payment systems and financial services under its 
authority. Bank Indonesia regulations concerning consumer protection 
emphasize legal certainty, protection of consumer data and information, 
protection of consumer assets, responsible business conduct, education, 
transparency, and effective complaint handling (Shahrullah et al., 2024). These 
provisions are relevant to digital banking because many banking transactions are 
connected to electronic payment systems, payment service providers, and digital 
financial infrastructure. In practice, customer protection in digital transactions 
requires coordination between banks, payment system operators, Bank 
Indonesia, and other relevant authorities. Bank Indonesia’s regulatory 
framework complements the role of OJK by focusing on the stability, security, 
and reliability of payment systems. This is important because data breaches in 
digital payment services may directly affect customer funds, transaction security, 
and public trust (Munawaroh et al., 2025). Therefore, the protection of customer 
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rights in Indonesia must be understood as a shared responsibility between 
banking institutions, supervisory authorities, and payment system regulators. 

Customer rights protection is also connected to the Law on Electronic 
Information and Transactions, as amended most recently by Law Number 1 of 
2024. This regulation is relevant because banking services increasingly operate 
through electronic systems and digital platforms. Banks that provide mobile 
banking, internet banking, and other electronic services must ensure that their 
systems are reliable, secure, and capable of protecting electronic information 
(Setiawan & Najicha, 2022). In this context, customer data protection is not only 
a matter of banking confidentiality, but also part of electronic system governance. 
Security failures in banking platforms may create legal consequences when they 
result in unauthorized access, manipulation, loss, or misuse of customer data. 
Therefore, legal protection must include both preventive obligations and 
remedial mechanisms after a data breach occurs (Antony et al., 2025). The 
interaction between the Personal Data Protection Law and the Electronic 
Information and Transactions Law strengthens the legal basis for protecting 
customers in the digital banking environment (Weley & Disemadi, 2022). 

Civil law also provides an important legal basis for customer protection 
when data breaches cause material or immaterial losses. Article 1365 of the 
Indonesian Civil Code concerning unlawful acts may be used as a basis for 
compensation claims when a party suffers losses due to the fault or negligence of 
another party. In cases of customer data breaches, this provision may be relevant 
if the bank fails to implement adequate security measures, neglects its duty of 
care, or allows unlawful disclosure of customer information (Bodhi & Tan, 
2022). The customer may argue that the bank’s negligence constitutes an 
unlawful act when it causes financial loss, reputational harm, psychological 
distress, or other forms of damage. Material losses may include unauthorized 
transactions, financial fraud, or expenses incurred to recover from identity 
misuse. Immaterial losses may include anxiety, reputational damage, and loss of 
trust caused by the exposure of personal information (Manurung et al., 2025). 
Therefore, civil liability functions as a corrective mechanism to ensure that 
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customer rights are not only protected by regulation, but also enforceable 
through compensation. 

At the international level, the General Data Protection Regulation of the 
European Union is often used as a comparative reference in strengthening 
personal data protection. The GDPR emphasizes principles such as lawfulness, 
fairness, transparency, purpose limitation, data minimization, accuracy, storage 
limitation, integrity, confidentiality, and accountability (Widjaja, 2026). These 
principles are relevant for Indonesia because they provide a more mature model 
of data governance and institutional accountability. The GDPR also recognizes 
the importance of breach notification, data subject rights, and obligations of data 
controllers and processors (Algamar et al., 2024). Indonesia’s Personal Data 
Protection Law has adopted several similar principles, but its effectiveness 
depends on consistent enforcement, technical implementing regulations, 
institutional readiness, and public awareness. In the banking sector, comparison 
with the GDPR shows that customer data protection must be supported by clear 
procedures, strong security standards, and effective supervision. Therefore, 
international standards can serve as a reference for improving the 
implementation of customer rights protection in Indonesia (Arbain et al., 2026). 

In Batam City, the protection of customer rights has particular significance 
because the city continues to develop as an industrial, investment, and digitally 
connected economic area. The growth of business activities, cross-border 
mobility, and digital transactions increases the use of banking services and 
electronic payment systems (Azza & Taek, 2025). This situation makes customer 
data increasingly valuable and vulnerable to misuse by irresponsible parties. The 
risk of cybercrime, fraud, phishing, unauthorized access, and digital identity theft 
must therefore be anticipated through stronger regulatory compliance and 
institutional supervision. Banks operating in Batam must ensure that customer 
data protection is implemented not only at the central policy level, but also at the 
branch and operational levels. Local implementation is important because 
customers often interact directly with branch offices, banking officers, and digital 
service channels in their daily transactions. In conclusion, the regulation of 
customer rights protection in Indonesia already has a relatively strong legal 
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foundation, but its effectiveness depends on consistent enforcement, 
institutional accountability, technological readiness, and the ability of banks to 
protect customers in real practice (Ahmad et al., 2025). 

 

The Effectiveness of Personal Data Protection in 
Safeguarding Customer  

The effectiveness of personal data protection in safeguarding customers in 
the banking sector can be analyzed through Soerjono Soekanto’s theory of legal 
effectiveness. This theory explains that the effectiveness of law is influenced by 
five main factors, namely legal substance, law enforcement, facilities, society, and 
legal culture. These five factors are relevant because the protection of customer 
data does not depend only on the existence of written regulations. It also depends 
on how those regulations are enforced, supported by institutional capacity, 
understood by society, and internalized as part of legal culture (Judijanto et al., 
2024). In the banking sector, personal data has a highly sensitive character because 
it is directly connected to identity, financial transactions, account ownership, and 
customer trust. Therefore, the effectiveness of personal data protection must be 
measured not only from normative availability, but also from its practical ability 
to prevent, respond to, and remedy data breaches (Shahrullah et al., 2024). Based 
on this framework, customer protection in Indonesia must be understood as a 
combination of legal regulation, institutional accountability, technological 
readiness, and public awareness. 

From the perspective of legal substance, Indonesia already has several legal 
instruments that provide a normative basis for protecting customer data. Law 
Number 27 of 2022 concerning Personal Data Protection establishes the rights of 
data subjects, the obligations of data controllers and data processors, and the 
principles of lawful personal data processing. In the banking context, this law is 
important because banks collect and process customer data in almost every 
financial service activity (Yuspin et al., 2023). In addition, the Banking Law 
requires banks to maintain the confidentiality of information related to 
customers, particularly depositors and their deposits. OJK regulations on 
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consumer and community protection in the financial services sector also 
strengthen the obligation of financial service providers to protect consumers 
fairly, transparently, and responsibly (Rosadi et al., 2023). These regulations show 
that customer data protection in Indonesia has a relatively strong legal 
foundation. However, legal substance alone is not sufficient if the norms are not 
followed by clear technical standards, consistent supervision, and effective 
enforcement.  

The Personal Data Protection Law marks an important development in 
Indonesia’s legal framework because it places personal data as a legal right 
attached to individuals. Through this law, customers are no longer viewed merely 
as users of banking services, but also as data subjects who have control over their 
personal information (Silviani et al., 2023). This position gives customers the 
right to obtain information, access data, correct inaccurate data, withdraw 
consent, request deletion, and seek remedies when their data is misused. In the 
banking sector, these rights are essential because customer data may include 
identity numbers, addresses, phone numbers, transaction histories, account 
balances, and other confidential financial information. If such data is leaked or 
misused, the losses suffered by customers may be both material and immaterial 
(K. D. Kurniawan et al., 2024). Material losses may arise from unauthorized 
transactions, fraud, or identity theft, while immaterial losses may include anxiety, 
reputational harm, and loss of trust. Therefore, the effectiveness of the Personal 
Data Protection Law depends on whether these rights can be implemented in real 
banking practices. 

The increasing use of mobile banking and digital financial services creates 
new challenges for the effectiveness of personal data protection. Digital banking 
enables customers to conduct transactions more easily, but it also expands the 
potential points of vulnerability in the financial system (Wang et al., 2024). 
Personal data may be exposed through phishing, hacking, malware, social 
engineering, weak authentication systems, or negligence in internal data 
management. This condition shows that legal protection must be accompanied 
by technical security measures that are capable of responding to rapidly changing 
digital risks. As stated by Irmawati et al., 2024, the development of mobile 
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banking increases the risk of personal data misuse when legal protection is not 
supported by effective implementation. This means that regulation must be 
translated into operational policies, cybersecurity standards, employee discipline, 
and incident response mechanisms (Cele & Kwenda, 2025). Without effective 
implementation, personal data protection may remain a formal legal obligation 
without meaningful protection for customers. 

Law enforcement is the second factor that determines the effectiveness of 
personal data protection in the banking sector. Institutions such as the Financial 
Services Authority, Bank Indonesia, and internal compliance units within banks 
have important roles in supervising the implementation of customer protection 
(Waliullah et al., 2025). OJK is responsible for supervising financial service 
institutions, ensuring consumer protection, and requiring banks to provide 
complaint handling mechanisms. Bank Indonesia also has authority in relation to 
payment systems and consumer protection within the scope of its regulatory 
functions (Sulistyandari & Sutrisno, 2023). In addition, internal compliance 
units are expected to ensure that banks comply with legal obligations, internal 
policies, and risk management standards. When data breaches occur, law 
enforcement must be able to identify responsibility, determine sanctions, and 
ensure that customers receive proper remedies (Sriono et al., 2024). Therefore, 
effective law enforcement requires coordination among regulators, banking 
institutions, and complaint resolution mechanisms. 

Bank accountability becomes a central issue when customer data is leaked, 
misused, or accessed without authorization. Banks have a duty to protect 
customer information because the relationship between banks and customers is 
built on trust, confidentiality, and professional responsibility. If a breach occurs 
due to weak security systems, negligence, inadequate supervision, or failure to 
comply with legal obligations, the bank may be held responsible. Emphasize that 
customer data breaches may cause material and immaterial losses, making 
institutional accountability necessary (Rahmawati et al., 2023). Accountability 
should not only be understood as the imposition of sanctions, but also as the 
obligation to provide clarification, assistance, recovery, and compensation to 
affected customers. In this context, the effectiveness of legal protection depends 
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on whether customers have practical access to complaint channels and remedies. 
If compensation mechanisms are unclear or difficult to access, the protection of 
customer rights becomes less effective in practice (D. A. Kurniawan et al., 2024). 

The third factor in legal effectiveness is the availability of facilities and 
infrastructure to support the implementation of the law. In the banking sector, 
these facilities include cybersecurity systems, encryption technology, secure 
authentication, internal monitoring systems, audit mechanisms, and data breach 
response procedures (Rumbruren & Watofa, 2025). Banks must also provide 
regular employee training because many data breaches may occur not only due to 
technological weaknesses, but also due to human error or lack of awareness. 
Strong infrastructure is necessary to ensure that customer data is protected from 
unauthorized access, manipulation, disclosure, or destruction. Complaint 
channels must also be accessible, transparent, and responsive so that customers 
can report suspicious transactions or data misuse quickly. D. F. Putri et al., 2023 
show that data breach cases in digital banking may create serious risks when 
personal information is accessed and misused without authorization. Therefore, 
facilities and infrastructure are essential elements in transforming legal norms 
into actual protection. 

The fourth factor is society, particularly the level of customer awareness 
regarding personal data protection. Customers play an important role in 
protecting their own data because many digital banking risks are connected to 
user behavior (Yuspin et al., 2024). For example, customers may become victims 
of phishing or social engineering when they unknowingly disclose passwords, 
one-time passwords, personal identification numbers, or other confidential 
information. However, customer awareness cannot be separated from the 
responsibility of banks to provide education, warnings, and clear information 
regarding digital security. Legal protection will be more effective when customers 
understand their rights, recognize risks, and know the steps to take when their 
data is misused. Public awareness also strengthens the demand for accountability 
because informed customers are more likely to report violations and seek 
remedies (Alrawhani et al., 2025). Therefore, the effectiveness of personal data 
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protection requires cooperation between legally responsible institutions and 
customers as active participants in digital security. 

The fifth factor is legal culture, which refers to the values, attitudes, and 
habits that influence how law is understood and practiced. In the context of 
personal data protection, legal culture requires a shift in perspective from viewing 
customer data as mere administrative information to recognizing it as part of 
privacy and consumer rights (Johri & Kumar, 2023). This shift is important 
because weak legal culture may cause banks, employees, and customers to 
underestimate the seriousness of data protection obligations. D. D. F. Putri & 
Fahrozi, 2021 argue that stronger personal data protection regulation is needed to 
prevent consumer data breaches in digital transactions. Although this view was 
expressed before the enactment of the Personal Data Protection Law, it remains 
relevant because the challenge today lies in implementation and compliance 
(Nagari & Raharja, 2025). Banks must develop a culture of accountability, 
confidentiality, transparency, and respect for customer rights. Without a strong 
legal culture, even comprehensive regulations may fail to provide effective 
protection. 

The effectiveness of personal data protection also depends on the 
integration between legal norms, regulatory supervision, and institutional 
governance. The Personal Data Protection Law provides the general framework, 
while banking regulations and consumer protection rules provide sectoral 
obligations for financial service providers (Nurkholisah et al., 2025). This layered 
regulatory structure is important because customer data protection in banking 
involves both privacy rights and financial consumer protection. However, 
regulatory overlap may also create challenges if coordination between institutions 
is weak or if banks face uncertainty regarding reporting, supervision, and 
complaint handling obligations (Widiatedja & Mishra, 2023). For this reason, the 
roles of OJK and Bank Indonesia must be harmonized with the broader personal 
data protection framework. Banks must also establish internal governance 
systems that clearly regulate data processing, data access, breach notification, 
third-party cooperation, and customer remedies. Thus, effective protection 
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requires not only many regulations, but also coherence among those regulations 
(Sudirman et al., 2024). 

Based on the above analysis, personal data protection in Indonesia has 
developed significantly but still faces several challenges in safeguarding customers 
effectively. Normatively, the existence of the Personal Data Protection Law, 
banking confidentiality rules, consumer protection regulations, and electronic 
transaction law shows that Indonesia already has a legal basis for customer 
protection. However, the effectiveness of these rules depends on law 
enforcement, institutional accountability, technological readiness, customer 
awareness, and legal culture. In practice, the protection of customer data will be 
weak if banks do not implement strong cybersecurity systems, if regulators do not 
supervise consistently, and if customers do not understand their rights. The 
banking sector must therefore treat personal data protection as a core element of 
risk management and consumer protection. Customer protection should not 
only be reactive after a data breach occurs, but also preventive through education, 
supervision, secure technology, and responsible governance. Therefore, the 
effectiveness of personal data protection in safeguarding customers requires 
continuous strengthening of regulation, enforcement, infrastructure, public 
awareness, and institutional responsibility. 
 

Conclusion 
Based on the discussion, it can be concluded that the protection of customer 

rights in Indonesia has obtained a relatively strong legal foundation through the 
Personal Data Protection Law, the Banking Law, consumer protection 
regulations issued by the Financial Services Authority, Bank Indonesia 
regulations, and the legal framework on electronic information and transactions. 
These regulations show that customer data protection is no longer limited to the 
principle of bank secrecy, but has developed into a broader protection of personal 
data, privacy rights, and consumer rights in the digital financial ecosystem. The 
existence of the Personal Data Protection Law is particularly important because 
it recognizes customers as data subjects who have rights over the collection, 
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processing, use, storage, and deletion of their personal data. However, the 
effectiveness of this protection does not depend solely on the availability of 
written rules, but also on the consistency of implementation by banks and the 
supervision carried out by relevant authorities. In practice, customer data remains 
vulnerable to misuse, unauthorized access, phishing, hacking, weak internal 
control, and data breaches in digital banking services. Therefore, the answer to 
the research problem is that Indonesian law has provided normative protection 
for customer rights, but its practical effectiveness still requires stronger 
enforcement, better institutional coordination, and more reliable technological 
safeguards. This means that customer data protection must be treated as a core 
element of banking governance, not merely as a formal administrative obligation. 

Furthermore, the effectiveness of personal data protection in safeguarding 
customers is influenced by legal substance, law enforcement, facilities and 
infrastructure, public awareness, and legal culture. From the perspective of legal 
substance, Indonesia already has important regulations, but these rules must be 
supported by clearer technical standards and consistent application in banking 
practice. From the perspective of law enforcement, OJK, Bank Indonesia, and 
internal bank compliance units must strengthen supervision, complaint 
handling, sanction mechanisms, and accountability when data breaches occur. 
Banks must also improve cybersecurity infrastructure, employee training, risk 
management, authentication systems, and data breach response procedures to 
prevent harm to customers. At the same time, customers need better digital 
literacy so that they understand their rights, recognize potential risks, and know 
the legal steps available when their personal data is misused. Future research is 
recommended to examine the implementation of customer data protection in a 
wider range of banking institutions, including comparisons between 
conventional banks, digital banks, and financial technology platforms. 
Practically, banks and regulators should strengthen preventive protection, 
transparent notification mechanisms, effective compensation procedures, and a 
legal culture that recognizes personal data as an essential part of privacy, trust, and 
consumer justice. 
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